CurypHocT Ha caiiT 6a3upad Ha Drupal CMS
0a30B HApPYHHMK BK/IIOYBAIL| IPUHLIMITHY MO/I0KEHUS
U MOJIy/IY 3a MOJ/I3BaHe

1. CurypHoctTa Ha efuH VIHTepHeT caliT e cXo[{Ha C Ta3u Ha Baius oM. YoBeK He B3eMa IpefloXpPaHUTeTHA
MepKH, [J0KaTo He Ce CTyYd HelllacTHe, a KOraTo TO Ce C/TyYd — BpeMeTO 3a IOTpaBsiHe Ha IIeTUTe U ToxabeHuTe
HEpPBU Ca HEeBBL3BPbITjaeM KanuTas. KakBo fa HanpaBuM? Haii-Beue 1a ObieM pa3yMHH NOTpeOuTey (KakTo cMe
Y CTOTAHU Ha /oMa CH) U /1a 3al[UTUM HaIIIUs CaMT.

2. IIpyHIMINHY N0/I0)KeHUS ChC 3/I0HAMepeH AO0CThII:

- U3TpUBaHe Ha UH(OpMaLMsl WM TIOAMSIHA Ha CTPaHULIA C [ipyra ¥ KOMIIPOMETHpAlllo ChAbpKaHHe;
- M3B/IMYaHe Ha JIMYHU JaHHU Ha MOTpeOuTevTe B CaiTa;
- TIpeHacouBaHe TPH J0CTHIIBAHE OT ped)epeHTeH CbPBLP, KbM CalT C KOMIIPOMETHPAILO ChAbpKaHHe.

TpuTe BU3UpaHU MO-TOPe C/Iyyasi Ca HAaIThJTHO PeajHu, CPelllaHu B MPAaKTHKaTa v He MOJKe Jia ce KaXke KOH OT Tsix
e TI0-JIOIIO Ja Ce CTyud. BChIHOCT Haii-100pe e /1a MoAX0uM pa3yMHO | /la HallpaBUM HY)KHUTe CTBIIKU 3a Ja
3aIUTUM HaIllUsS TP/, UHPOpPMAIMATa — Hallla WK Ha K/IMeHTa U ]a MOXKEM /la pearupame U Bb3CTaHOBUM
caiita, B c/ly4aii Ha HelpaBOMepeH [JOCTBII.

3. OcHOBHM MeTOJH 3a 3amuTa Ha nHpopManuaTa 1 camra:

- OTOpU3UpaHe Tpef cucTemMara (M KOHTPOJIHUS TlaHes ) ype3 SSL Kpurithpail] mapoivTe ¥ BepUQULIMpALL] CaifTa;
- JlaBaHe aKypaTHH MpaBa Ha MoTpeOduTeny BKIIOUATENHO U GpuaTprpany ¢opMaTy 3a BEBEXKIAHE;

- orpaHMYaBaHe Ha norpeburencku posu / login mo IP azipec;

- 3a1jMTaBaHe Ha opmysisipa 3a oTopu3aius rpe, Drupal BK/IOUMTeTHO M M3BeCTsIBaHe Ipy npobiem;

- C/le[leHe Ha JHeBHUKA 3a IPeLIKU U reHeprpaHe Ha OTYeT 3a CUTYPHOCTTA Ha CUCTeMara;

- BTpaXJiaHe U perysisipHa yrorpeba Ha MOZY/I 3a M3HACsIHe Ha Oasara IaHHM C 1je/T apXUB;

- o6HoBsiBaHe Ha Drupal u rpy HOBU Bepcru Ha MOAY/MTe, 0COOEHO Te3W C KPUTUYHU HOBOCTH 3a CUT'YPHOCTTa;
- IepHUOJMYeH apX/B Ha Lie/Ins CaiT.

* %k

Hpymnan e curypHa cuctema. PaboTteliku ¢ Hest aZ/MUHUCTPATOPBT pa30rpa 'bBKABUTE Bb3MOXXHOCTH 3a
yIpaBjieHue Ha IOTpeOUTeIUTe Ype3 POJIMTE U ChOTBETHUTE UM TpaBa. AKO CTe aZf[MUHUCTPATOP Ha CauT C
HSTKOJIKO HHBA Ha JIOCTHII, TO CJIefl I0CajiHAaTa HACTPOMKA Ha MpaBaTa 3a BCsIKa povis, Iife 6iarofiapure Ha
CUCTeMara ue pasrioJiara TOUHO C TaKWBa Bb3MOXKHOCTH. JINUHO He mo3HaBaM ipyr CMS 6a3upan Ha OTBOpeH
KOJ 4 C TIofloOHa I'bBKABOCT.

4. Koeamo Hewjacmuemo ce cyuu...

3a >KasoCT HaITb/IHO € Bb3MOXKHO [J]a CTe B3e/IM MPeJ0XPaHUTeTHA MepPKH MpeKasieHO KbCHO U ToraBa ce UyauTe
KAaKBO /la HampaBuTe. 3araseTe Jyxa CH U MPOBepeTe Kora e OuI MoC/eJHUST 3/I0HaMepeH JI0CTHIT B CUCTEMATA -
pa3miexXaaiky ¢aiiyioBe KOUTO ca MOJUPULIMPAHU 1 B KOUTO Ce HamHpa 3/10HamepeH Kofl. He ce oropusmpaiite
nipes JIpyTian KaTto aiIMUHUCTPATOP, OCBEH ako HMa JIpyT BapyaHT 3a BXOZ B cucTeMara. [Ipesu /ja Bjie3HeTe B
cucTemara rnpoBepeTe 0a3ara JJaHHH 3a 3/I0HaMepeH KoJI, KaTo 51 CBaJINTe U OTBOPUTE C TEKCTOB PeJaKTop.

5. Ako 1Ma 3aMeHeHH (paiiioBe B KOPeHHaTa Tamnka Ha Crofe/ieHust XOCTUHI KOMTO ToJi3Bare, OT 3/10HaMepeH
XapakTep — MpernopbKara e ia cMeHuTe naponuTe Ha FTP morpebuTenuTte, KaKTO M Ha KOHTPOJIHUS TTaHeJI.
N3TpuiiTe BCUUKM JPYTH TIPUIOKEHUs (aKO MMa TaKMBa) HaMHpallly ce B Karasnora Ha Barmus [pyrman caiir,
JiaBall{ Bb3MOKHOCT 3a yTipaB/ieHue Ha (aitioBe. AKO MOC/IeAHUTE Ca UACTH OTKBM 37I0HaMepeH KOf, TO
yBepeTe ce ye ca MaKCMMaJ/IHO 3allUTeH! B a/IMUHACTPAaTUBHATA CH YacT.

IpunodiceHue — MoOyau, npumepu om npakmuxkama, ouckycusi. Bpeme Ha nexkyusima 45 mun / 1 uac



2) OCHOBHY KOHLIEMLIMY ¥ MeTOAM 3a 3aljuTa Ha IHTepHeT callT

CurypHocTTa Ha Yeb npuiokeHHeTo, He3aBUCHMO OT CBOSI XapakTep, e paboTa Ha aMUHUCTpaTopa Ha caiita. Ts
e HeJle/TMa YacT OT HerOBOTO M3rpaXk/jaHe 1 OW TpssOBasio fja ce oroBapsi C KJIMeHTa, KaTo Tiepo 3a u3paboTka
WM TIOAJPHKKA — Ha Beue U3rpazieHa uin ongerria IHTepHeT cTpaHuiia. 3a ja Ob/ieM CIIOKOMHM 3a HalllaTa
uH(popMarus e o0pe /ia cria3Bame MPaBU/IOTO Ye TA CHINECTBYBA, CAaMO aKo e HaJIWYHa Ha TP MecTa.

MeTogute 3a 3amjuTa Ha MHGOpMaLMsITa MOrar /ja ObaT pasziesieHd Ha TPH Bb3/I0BU MOMEHTA — CHTYPHOCT IPH
MPeHO0C Ha Napo/iM, MAaKCMMa/IHa CUI'YPHOCT Ha aAMUHHUCTPaTUBHUA NPodu/I/poiis, AejlerupaHe Ha
aKypaTHH npaBa Ha notpeduTeute. B 100pus ciyuaii MHCTalMpaMe U HaCTpOiBaMe CepTU(UKAT 3a CUTypHa
Bpb3Ka SSL, KpunTupall nocseHaTa Mnpy NMpeHoc Ha JaHHU. MoskeM Jia mo3BaMe 3aKyIeH TaKbB WK [a
reHeprpame coOCTBeH, Ha HalLlMs CbPBBP. 3a /iBeTe omnepaLiy e HeobxouMa 3asBKa 3a cratudeH [P azpec.

CurypHoCT Ha agMuHucTpatuBHUS ripodus. [IpenopsuntenHdo no IP agpec 3a yrnpasneHue Ha cabita. Bapuantu
ca JIOCTBII 0 TIpoduiia Ha aJMUHUCTPATopa Ype3 BpeMeHHO rosydenwst [P azpec, KoiTo o6aue Moxke Ja 0bje
pa3fajieH U Ha TpeTa CTPaHa, 3aToBa TpsibBa TUHAMUYHO Jia Ce CMeHs 3a BCSIKa CeCHUsi — KOeTo e 0CaJiHO U
oTHeMa BpeMe. 3a TIpodeCHOHAHO yTIpaB/siBaHe Ha caiiToBe B Mpeskara, 3a/Ib/DKATENTHO YCIOBHe e ctaThdeH IP.

ITpu dobpe obmucneHo 3adasaHe npasa Ha nompebumeaumMe MOXeTe CIIOKOWHO /la peflakThpare HHMOpPMaIus
WK Jlefiervpare MpaBOMOLLMs, KaTO W3K/TFOUMTe afIMUHUCTPATUBHUTE (YHKLMU U TaKKBa, KOUTO O1Xa J0Benu [0
Bb3MOXKEH 3/I0HaMepeH MpobuB B cuctemara. CpeJi TIX ca ¥ popMaTHTe 3a BbBEXKAaHe Ha MH(OPMAIUs — KOUTO
TpsibBa BHUMaTesHO Jia 6bJjaT HacTpoeHH. B efjHa oTBopeHa crctemMa Kato PopyM MM Bb3MOXKHOCT 3a
nyOnvMKyBaHe Ha KOMEHTapH WM TIOIThJIBaHe Ha YeO (opMyrsipy, TOBa e 3a/{b/DKUTEIHO.

B nomrbsiHeHMe. Bue paboTuTe Ha CriofiesieH XOCTUHT KOUTO o0e3reyaBa apxvB Ha MHGOPMAIMsATa B paMKUTe Ha
7-10 gau. AKo e U3BBPIIIEH TIPOOUB B CUCTEMATa, TO MOXKe 0d He Cme 8 CeCmosiHUe 0d 863CmaHosume catimd.
3agb/DKUTENHO e f1a Ob/le 00e3reueHo pelieHue 3a U3B/IMUaHe Ha Oa3ara AaHHU U (aiinoBere oT Yeb
TIPUIO’KEHUEeTO, ChC ChIljaTa YCIOBHOCT — Jja KOMKMpaTe MHQOpMAaLUsATa noHe Ha mpu mecmd.

Jpynan rpezara Bb3MOKHOCTH Upe3 MOZY/IU 3a PbUHO U aBTOMaTH3UpaHo apxyUBHpaHe Ha 6asara JaHHU U 4acT
oT caiiTa. Mo)KeTe /la HACTpOWTe MOAY/Ia [la CbXpaHsiBa MH(OPMaLMs Ha ChpBbpa U I0pH Jia s rperpailia Ha
e/IeKTPOHHA TTolia uau oteaps FTP cecus;, B KOoATO [ja OCBIeCTBU 3allUC Ha APYT CbPBLP. bopaBeTe BHUMATEHO
C TOBa MPUJIOKeHHe, B C/Ty4ail ue IpaBUTe 3amKC TIPU TPeTa CTpaHa — cs30alime cneyualusupaH Kamanoa Ha
Opyausi Cbpesp CaMo 3a Te3W apXUBH U 33/jaiiTe KBOTA U TIpaBa Ha MOTpebuTet 3a TsX.

CurypHu naposm. KakTo Bikjame o MOMEHTa, 1[0 Kacae yIipaBJeHUeTo Ha caiiTa — MapoyiuTe ca Moc/iefHOTO
HeIllo KOeTO e BayKHO, HO He ChIllecTBeHO. 3alljo e Taka? AKO He MoJi3BaMe CUTypHa Bpb3kKa (SSL) nmocienHuTe ce
Tpe/iaBaT HEKPUNITUPAHU B MpexkaTa ¥ Morar Jja Ob/iaT MPUXBAHATH OT TpeTa cTpaHa (man in the middle) kosTo
e Ha IMHUSATA U MOoAICyIBa Tpaduka. ChIIO Taka IPH 3/I0HAMEPEH JOCTHIT 10 Baiiisi KoMIIOTHD, TTapoyiiTe
Morar jia 6b/jaT KOMITPOMeTHUPAHH, HO HMa Kak Jja Ob/ie u33eT BaimAT (ctatudeH) IP agpec, ocBeH ako He CTe TO
BKJTFOUM/TH B Mpeyka 3a TIpokcH 1mofjobHa Ha TOR, KaTo Bb3MOKHOCTTa fa Ob/ie Mo/TyueH e CPABHUTETHO MaJiKa.

U Bce mak... ITos3BaiiTe reHepaTop Ha MapoJiu (BWXK MPUIMKeHUeTo). [TaponuTe KOUTO THITIETe Ca IOTUYHU U
nipeaBuavMU. TToBeyeTo Xopa Mo/3Bar noJo0HN KOMOWHALIMY WX 3aMeCTBaHus Ha OyKBY ChC CHMBO/U. B
Ipymnan Mo)keTe /ia BrpaiuTe MOJY/T KOWTO JJa U3MCKBa MUHMMaJsieH Opoii 3Haly, KaTto olile rmo-gobpe e fa 6baar
BKJTFOUEHH CTIeI[Ua/TU3UPaHA CUMBOJIU U OYKBH, C pa3/iiuHa KaruTaau3aliysl.

Omews0 napaHosima. AKo McKaTe abCOJIFOTHO CUTYPEH CaMT, TO MOC/IeJHUST TPsIOBa /ja ce HaMMpa Ha BuptyaseH
CBHPBBP WM COOCTBEH XOCT. 3a Cpe/IHUS MOTPeOUTe/T TOBA € HeIMOCH/THA MHBECTHIIMS WK U3UCKBA YMEHUS
Ha/IXBBPJISIIA HEeToBUTe criocobHoCTH. MOojKeTe /la HarpaBUTe HeOOXOMMOTO C/IeIBaliKU MPUHIUIIATE T10-TOpe
U Hali-Beue cBosiTa VIHTHYMA, 3a 00e3meyaBaHe WHGOPMAIUATa Ha K/IMeHTa U Ballre TMYHYU JJaHHU.

B fomb/iHeHue — abCosIOTHO B pejja Ha Helrlata e da dobasume cmoliHocm 3a Baruara yciiyra no CUrypHoCTTa
BK/IIOYBAIa B cebe cu 11 0O6HOBsiBaHe Ha CHcTeMara Ha caiTa, TPy Heo6X0AUMOCT.



